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Four-qubit photonic system for publicly verifiable quantum random numbers
and generation of public and private key
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We theoretically propose and experimentally demonstrate the use of a configurable four-qubit photonic system
to generate publicly verifiable quantum random numbers, to perform entanglement verification, and to generate
a secure public and private key. Quantum circuits, to generate the desired four-qubit states and its experimental
realization in the photonic architecture, are carried out using photon pairs entangled in polarization and path
degrees of freedom. By performing measurements on the four-qubit system and accessing partial information of
the four-qubit state for public verification, we generate publicly verified and purely secured random bits at the
rate of 185 kbps from collective data of 370 kbps. When the system is used for generating public and private
keys, an equal number of public and private keys are generated simultaneously. We also record about 97.9%
of sampled bits from four-qubit states passing entanglement verification and demonstrate the use of public and
private key generated for image encryption-decryption. The theoretical model of noise on the four-qubit state and
its effect on the generation rate of verified and secured bits are in perfect agreement with the experimental results.
This demonstrates the practical use of the small-scale multiqubit photonic system for quantum-safe applications
by providing the option for real-time verification of the security feature of the quantum system.
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I. INTRODUCTION

Randomness generators are a very crucial resource and
we employ them readily in our everyday computational and
communication activities, including cryptography [1,2], sci-
entific simulations, gaming, statistical sampling, and many
others [3,4]. Most of the random number generators that
are employed today for practical use are sourced from al-
gorithms on a classical computer. With a knowledge of the
algorithm and the initial input, the random sequence can be
vulnerable to prediction and hence they are not true random
number generators (TRNGs). They are better classified as
pseudo-random number generators (PRNG) [5–7]. Ideally,
the output of the random number generator should adhere
to the principles of uniform distribution and independence.
Several statistical tests exist that can verify the randomness of
the observed sequence [8–10]. Despite passing all statistical
tests, it is nearly impossible to distinguish between a random
sequence from a PRNG and a genuinely random sequence,
TRNGs. This is because true randomness cannot be generated
and certified using classical methods. The inherent proba-
bilistic nature of quantum physics enables the generation of
true randomness from a quantum system [11,12]. Hence, a
quantum system is becoming a new standard of being an opti-
mal source for generating genuine random numbers [13–15].
Moreover, the principles of quantum mechanics can be
applied to assess the quality of these random numbers. Quan-
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tum technologies have progressed to the point where this
can be achieved. Different schemes of quantum random
number generators (QRNGs) have been demonstrated using
various quantum sources as resources for randomness [13].
Entangled and single photons from the spontaneous para-
metric down-conversion (SPDC) process [16,17] and single-
photon’s entanglement states [18–21] have also been used to
generate quantum random numbers. Depending on the method
and characterization of the devices used for QRNG, the pro-
tocols are broadly classified into the following categories,
namely, trusted device, semi-device-independent sources [13],
and device-independent sources [22,23]. Current QRNGs are
trusted devices, next-generation self-testing, and semi-self-
testing QRNGs are under development, and selecting a QRNG
method requires considering multiple factors based on user
needs [24].

In addition to generating genuine random numbers, sub-
jecting the random bit sequence to public verification is very
important to ensure the trustworthiness of the device to the
beneficiary. This would involve a third party accessing the
bit string and performing a randomness test resulting in a
compromise of the secrecy of the generated bit. Even though
entangled photon pairs are used for generating certified quan-
tum random numbers, using one of the entangled photons
for public verification of randomness will make it vulnerable
to the secrecy of the bit generated by the other photon due
to the quantum correlation between the photons. Recently,
the scheme for using a multiqubit entangled state which will
allow public verification without compromising on the se-
crecy of the undisclosed bit has been proposed [25,26] and
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its experimental demonstration using entangled photon pairs
in three-qubit configuration has been reported [27].

In this work, we present a configurable four-qubit photonic
system in the framework of a quantum circuit. A particu-
lar configuration of two photons entangled in polarization
and path degrees of freedom is generated using polarization-
entangled state [28] as the initial state is further configured
to generate entanglement in path degree. We experimentally
demonstrate the use of the four-qubit photonic system to gen-
erate publicly verifiable quantum random numbers without
compromising on the secrecy of the undisclosed bits. The
random numbers obtained from the scheme pass all the ran-
domness tests in the NIST test suite [10]. We also show that
different configurations of the four-qubit state can be prepared
to demonstrate entanglement verification with access to sam-
ple space of all four strings generated and to two of the four
strings of bits generated in real time, respectively. In addition,
we also show that the four-qubit entangled state generated can
serve as two entangled subsystems with access of one photon
to each subsystem and use it to simultaneously generate pri-
vate and public keys for secure communication between the
two subsystem. Theoretical model of noise on the four-qubit
state and its effect on the generation rate of verified and se-
cured bits are numerically analyzed and shown to be in perfect
agreement with the experimental results. This demonstrates
the practical use of small-scale photonic quantum comput-
ers for multiple quantum-safe applications by providing the
option for real-time verification of the genuine and verifiable
security feature of the multiqubit quantum system.

II. THEORETICAL DESCRIPTION

A. Publicly verifiable quantum random numbers

A state from the Hilbert space H1 ⊗ H2 is said to be entan-
gled if it is impossible to represent the state as a single product
|a〉 ⊗ |b〉, where |a〉 ∈ H1 and |b〉 ∈ H2. Generalization of
tensor product to n number of qubits leads to quantum entan-
glement of n qubits. In a mutually entangled state of n > 2
qubits, measurement in any one subsystem reduces partial
entanglement, that is, the remaining qubits are entangled. The
outcomes of local measurement in the next subsystem stay
random with no correlation with the first subsystem [25]. A
special class of entangled states that have two properties [(a)
the state is in a superposition of all multiqubit states with the
same parity and (b) the probability of each multiqubit state
is equal] is used as a resource for publicly verifiable QRNG
(PVQRNG). The most general four-qubit state satisfying the
above two properties is given by

|�α1...α7
4 〉 = 1

2
√

2
(|0000〉 + eiα1 |0011〉 + eiα2 |0101〉

+ eiα3 |0110〉 + eiα4 |1001〉 + eiα5 |1010〉
+ eiα1 |1100〉 + eiα7 |1111〉), (1)

where αi ∈ R for parity 0.
One of the configurations of the quantum circuit to gen-

erate a four-qubit entangled state for generating the four-bit
string from the measurement outcome is shown in Fig. 1. That
is, a simple form of a four-qubit entangled state for PVQRNG

Generation Measurement Bit Sequence

FIG. 1. Quantum circuit for generating four-qubit entangled state
using two-qubit entangled state |�+〉. A general output quantum
state for this setup is a four-qubit entangled state of the form given in
Eq. (2).

can be prepared using the sequence of unitary operations on
the initial state |�〉0 = |�+〉|00〉 with |�+〉 = 1√

2
(|01〉12 +

|10〉12).
The state generated before the measurement is performed

will be

|�〉ABCD = 1

2
√

2
(|0000〉 + |0101〉 + |0110〉 − |0011〉

+ |1100〉 − |1001〉 − |1010〉 − |1111〉). (2)

The above state can be rewritten as

|�〉ABCD = 1

2
√

2
(|0〉A ⊗ (|000〉 + |101〉 + |110〉

− |011〉)BCD + |1〉A ⊗ (|100〉
− |001〉 − |010〉 − |111〉)BCD). (3)

This indicates that in a measurement of any single qubit from
the entangled set of four, the remaining three qubits acquire
an entangled state of a similar form as the four qubit. The
obtained sequences of output from the measurement on each
qubit, though unconditionally random, are correlated via XOR

relation

XA(i) ⊕ XB(i) ⊕ XC (i) ⊕ XD(i) = 0 (4)

for all the permutations of the indices. The quantum entan-
glement distinguishes them for any set of four sequences,
where three are produced by an independent random number
generator and the fourth one by XOR operation. In this case,
the randomness of the three generated sequences must be
proved. This distinguishes our case, where the randomness
in each string is intact. The precise statistical coupling in
the sequences lies in the symmetry of the n-qubit entangled
states (for n > 3). In simpler terms, when measurements are
performed on these entangled states, the resulting binary se-
quences, while distinct, exhibit identical statistical properties
(entropy) [26]. In the Appendix A, we have shown the quan-
tum circuit for generation other configuration of four-qubit
state for PVQRNG.

Public randomness verification. Standard QRNG produces
a single sequence of bits which are inherently random, but
there exists no method to verify it without accessing the infor-
mation. However, when we use a four-qubit entangled state
of the form given in Eq. (2), the measurement output gives
the sequence of bits xA, xB, xC , and xD. Repeated measure-
ment on identical four-qubit states gives four sequences of
output on qubits A, B, C, and D given by XA, XB, XC , and
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XD, respectively. These variables are mutually independent
pairwise, I (Xi, Xj ) = 0, for i, j = A, B,C, D. Therefore, ran-
domness verification of Xi ensures the quality of randomness
on the other sequences without explicitly analyzing them.
However, the configuration of the four-qubit entanglement
ensures that the projective measurement in the computational
basis of each subsystem, the random variables for each sub-
system will be either 0 or 1, which are denoted as xA, xB, xC ,
and xD and obey the relation

xA ⊕ xB ⊕ xC ⊕ xD = 0, (5)

where ⊕ represents the addition modulo 2 operator. This tells
us that the knowledge of any three bits of information helps in
the recovery of the fourth bit leaving it vulnerable to privacy of
the random bits generated. To address this concern, one of the
four sequences of bits generated can be made inaccessible by
discarding them, the correlation between the sequences will
then be lost and all the other three sequences will be inde-
pendent of one another. From the three remaining sequences,
public verification of randomness on one sequence ensures the
randomness of the other two sequences in real time without
being probed for any direct verification, thus securing the two
sequences of random bits. The two sequences can be used as
two independent publicly verified secured private random bits
or the two can be combined and used as a single sequence of
random bits. We can note that by subjecting n bits for public
verification we can obtain 2n bit of verified random number.

Verification of entanglement. We should also note that the
relation between the measurement outcome given in Eq. (5) is
a resource for verification of entanglement in the four-qubit
state used for QRNG, Eq. (2). For that we need to access
all the four bits generated from the measurement outcome.
However, instead of accessing all the bits generated, one can
sample out some small fraction of measurement outputs vali-
dation of Eq. (5) can be verified to confirm the entanglement in
the four-qubit state used for QRNG. Once the entanglement is
verified, the sample output can be discarded and the remaining
output can be used for PVQRNG. Following both procedures
will ensure entanglement verification and public verification
of the randomness in the bits generated without compromising
the security of the bits.

There is also a possibility of defining a four-qubit en-
tangled state which will enable us to perform real-time
entanglement verification and randomness verification by ac-
cessing only two of the four random bit sequences. For that
one has to generate a state with a direct correlation between
the first two qubits. That state can be generated by removing
the last two XOR and X-gates from Fig. 1 resulting in the
circuit as shown in Fig. 9 in Appendix B. The output state
will be in the following form,

|�〉ABCD = 1

2
√

2
(|1000〉 + |0100〉 − |1010〉 + |0110〉

+ |1001〉 − |0101〉 − |1011〉 − |0111〉) (6)

and this can be rewritten as

|�〉ABCD = 1

2
√

2
[(|01〉 + |10〉)AB ⊗ (|00〉 − |11〉)CD

− (|10〉 − |01〉)AB ⊗ (|10〉 − |01〉)CD]. (7)

The outcomes from the measurement of the first two qubits
will always satisfy

xA ⊕ xB = 1 (8)

and the condition given by Eq. (5) will not hold. Thus, the
real-time entanglement and randomness verification involves
generating four sequences of bits from n copies of the four-
qubit entangled state |�ABCD〉. Each copy is measured in the
computational basis, producing strings XA, XB, XC , and XD.
The user sends XA and XB to a verifier, who performs an XOR

continuity test, XA(i)⊕ XB(i) = 1, and keeps the other two,
XC (i) and XD(i), hidden and secured. Once the XOR continuity
test is verified, one set of the sequence is further sent for ran-
domness verification. Randomness in one ensures randomness
in the last two strings because of the mutual independence of
the last two random variables.

B. Public and private key generation

Public and private key pairs are essential cryptographic
tools for data encryption and decryption. While the public key
can be freely distributed without concern, the private key must
always be kept secure and never shared unprotected. Here, let
us consider two spatially separated parties, Alice and Bob,
who share the four-qubit entangled state, Eq. (1), between
them. We present a method for Alice (Bob) to share an en-
crypted message with Bob (Alice), which can only be read
by Bob (Alice) once Alice (Bob) shares her (his) public key.
Let us say, Alice and Bob simultaneously generate the bits xA,
xC (for Alice) and xB, xD (for Bob). Alice can access only xA

and xC , while Bob can access only xB and xD. Alice needs to
send a message m ∈ {0, 1} to Bob. To encode this message,
she performs an XOR operation between the message and her
bit xA resulting in m ⊕ xA. She then sends m ⊕ xA along with
xC to Bob. Any third party intercepting m ⊕ xA and xC cannot
deduce the original message m since they lack the necessary
information about xA. Bob, on the other hand, can determine
xA upon receiving xC since Bob knows xB and xD. He can
solve for xA from the relation xA ⊕ xB ⊕ xC ⊕ xD = 0. With
xA known, Bob can then decode the message m by computing
m = (m ⊕ xA) ⊕ xA.

In this protocol, the receiver must keep both of his bits
private, while the sender must keep one of her bits private and
make the other one public to enable the receiver to read the
message. Here, m is the message to be communicated, m ⊕ xA

is the encrypted message protected by Alice’s private key xA.
Only Bob can decrypt the message once Alice shares her
public key xC using his private keys xB and xD. Generating a
key from entanglement is a well-established concept [29,30].
However, in past scenarios, the key had to undergo various
tests to confirm its randomness after being obtained. In our
protocol, we can perform these randomness verification tests
on one-bit strings while using other bit strings as keys. This
method enables real-time verification and generation, ensur-
ing that the keys we generate are never exposed to randomness
testing.

C. QBER analysis

The generated state ρ ′
ABCD may not match the expected

state ρABCD = |�〉ABCD〈�|ABCD from our experimental setup.
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It is possible that

F(ρ ′
ABCD, ρABCD) < 1 − ε, (9)

where F is the fidelity and ε > 0. The state |�〉ABCD in Eq. (2)
can also be written as

|�〉ABCD = 1

2
√

2

(|0〉 ⊗ ∣∣�π00
3

〉 + |1〉 ⊗ |�′πππ
3 〉), (10)

where |�π00
3 〉 = 1

2 (|000〉 + ei0|110〉 + ei0|101〉 + eiπ |011〉)
and |�′πππ

3 〉 = 1
2 (|100〉 + eiπ |001〉 + eiπ |010〉 + eiπ |111〉).

Decrease in fidelity results in a deviation from the ideal state.
Suppose we perform projective measurement on subsystem
A, keeping everything untouched. The projective operators
can be defined as Kx

A = |x〉〈x| ⊗ IBCD for x ∈ {0, 1}. The state
postmeasurement for system BCD is given by

ρx
BCD = trA(Kx

AρABCDKx†
A )

tr(Kx†
A Kx

AρABCD)
. (11)

The privacy of the state ρ0
BCD can be analyzed as follows.

The state ρ0
BCD can be written as

ρ0
BCD = (1 − p)

∣∣�π00
3

〉〈
�π00

3

∣∣ + p

8
IBCD, (12)

where p is the probability of getting a maximally mixed state
in place of a maximally entangled state. On measuring the
system B, C, and D in the computational basis, then there is
a probability p/2 with which the outcome does not match the
outcome from |�π00

3 〉. Thus, quantum bit error rate (QBER)
= p/2 for this case. The privacy of other states like ρ0

CD can
also be calculated in a similar way.

The state ρ00
CD can be written as

ρ00
CD = (1 − p)

∣∣�0π
2

〉〈
�0π

2

∣∣ + p

4
ICD, (13)

where |�0π
2 〉 is the Bell state |�−〉 = 1√

2
(|00〉 − |11〉). On

measuring the systems C and D on the computational basis
QBER comes out as p/2 for this case as well. It can be readily
checked that the QBER remains the same for all other cases
(|�〉ABCD) as well.

III. EXPERIMENTAL REALIZATION ON A FOUR-QUBIT
PHOTONIC SYSTEM

Multiple-qubit quantum state preparation and computation
based on these internal degrees of freedom of photons have
already been demonstrated [31–33]. A comparable schematic
representation of the experimental setup generating a four-
qubit state given in Eq. (2) using photons entangled in
polarization and path degree of freedom is illustrated in Fig. 2.
The experimental realization of the circuit diagram given in
Fig. 1 is shown in Fig. 3.

To generate a four-qubit state, entangled photon pairs in
polarization degree of freedom are used as source. Entangled
photons are generated through the type-II SPDC process using
a periodically poled KTP crystal. The schematic of the source
is illustrated in Fig. 3. A 10 mm long PPKTP crystal was
pumped by a continuous-wave diode laser (Surelock, Coher-
ent), having a center wavelength of 405 nm. The astigmatism
of the laser output pump beam is corrected by coupling with
a single-mode optical fiber (SMF). The collimated circular

- PBS

- NPBS

- HWP

- SPAD

FIG. 2. The optical scheme for four-qubit state preparation
equivalent to quantum circuit given in Fig. 1 using photon pairs
entangled in polarization and path degree of freedom. (a) The scheme
involves single-photon interference. (b) The schematic achieves the
same quantum state without interference.

pump beam is allowed to pass through a polarizing beam
splitter (PBS1) to set the pump polarization to horizontal. A
plano-convex lens (L1, f = 17.5 cm) is used for focusing the
beam at the center of the PPKTP crystal. The crystal tem-
perature is maintained at 32.3 ◦C for the two down converted
photons to have a degenerate wavelength of 810 nm. We have
selected the SPDC cone angle of approximately 0.83◦ relative
to the pump beam to ensure a comparable counting rate in
each spatial mode and to gather roughly twice the number
of photon pairs compared to the collinear configuration. The
down-converted photons from PPKTP are collimated using
a plano-convex lens (L2, f = 10 cm). A prism mirror has
been placed for the ease of collecting the signal and idler
photons in two separate arms. A half-wave plate (HWP) at
45◦ (between the lens and prism mirror), followed by 5 mm
long KTP crystals is placed as timing compensators in both
arms. Bandpass interference filters (IF) of the center wave-
length of 810 nm(± 10 nm) are used to filter out the residual
pump beam and to only allow the down-converted photons.
To maintain the polarization, the photons are coupled through
the fiber polarization controllers (FPCs) [28,34–36]. We have
generated a bright source of polarization-entangled photons
at a rate of ∼16 400 pairs/s/mW. The density matrix of the
generated entangled state is determined through quantum state
tomography (QST), and the resulting real and imaginary parts
are illustrated in the inset of Fig. 3. The generated state ex-
hibits a fidelity of 98.12% with the Bell state given by

|�〉AB = 1√
2

(|H〉A|V 〉B + |V 〉A|H〉B). (14)

The fitted visibility curves along with the raw data points
are also shown in the inset of Fig. 3. Data were taken at a
lower pump power of 0.15 mW so that the accidental counts
were minimal (16 counts/s). We have obtained visibility of
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(a)

(b)

FIG. 3. Experimental setup: The source part represents the generation of polarized entangled photons through SPDC in a type-II PPKTP
crystal; the generated entangled photons are separated via a prism mirror (PM) and coupled with a fiber. (i) Shows the real and imaginary
parts of the reconstructed density matrix of the entangled photons with fidelity 98.12%, and (ii) visibility plot in H/V (98.6%) and A/D
(98.1%) basis. Fiber polarization controllers (FPC) are used to guarantee that the polarization will remain after going through the fiber. (a) The
measurement setup at Alice’s side for generating random number sequence XA and XC . (b) The measurement setup at Bob’s side for generating
random number sequence XB and XD.

98.6% and 98.1% in the H/V and A/D basis, respectively,
and achieved a maximum B-CHSH value(S) violation of
2.77(±0.001).

Both the entangled photons are directed to the QRNG units
(a) and (b) as illustrated in the schematic of the experimental
setup. Both the photons entering the QRNG unit have an equal
likelihood of being in either the horizontal (|H〉) or vertical
(|V 〉) state. Both the (a) and (b) units consist of a polarizing
beam splitter (PBS2, PBS3), followed by 50:50 nonpolariz-
ing beam splitters (BS) in both output paths as illustrated in
Fig. 3. The PBS separates the polarization information while
preserving the entanglement and creating two additional path
degrees of freedom, and the resultant state would be

|�〉I
ABCD = (PBSAC ⊗ PBSBD)(|�〉AB ⊗ |0〉C ⊗ |0〉D)

≡ (CNOTAC ⊗ CNOTBD)(|�〉AB ⊗ |0〉C ⊗ |0〉D)

= |H0〉AC |V 1〉BD + |V 1〉AC |H0〉BD√
2

. (15)

Here suffixes A and B represent the polarization informa-
tion, and C and D represent the path information of the first
and second photon, respectively. Both the outputs from the
PBS of the signal photon are guided through nonpolarizing
beam splitters (BS). When a single photon enters a 50:50
beam splitter, it has an equal probability of being transmitted

or reflected. The BS functions similarly to a Hadamard gate,
acting on path degrees of freedom to generate the following
state:

|�〉II
ABCD = (BSC ⊗ BSD)|�〉I

ABCD ≡ (HC ⊗ HD)|�〉I
ABCD

= 1√
2

(
|H〉A

|0〉C + |1〉C√
2

)(
|V 〉B

|0〉D − |1〉D√
2

)

+ 1√
2

(
|V 〉A

|0〉C − |1〉C√
2

)(
|H〉B

|0〉D + |1〉D√
2

)
.

(16)

Now let us introduce half-wave plates at 45◦ in the trans-
mitted path(|0〉C) of the beam splitters in unit (a) and the
reflected path (|1〉D) of the beam splitters in unit (b) as shown
in Fig. 3 to get the final state:

|�〉ABCD

= 1√
2

( |V 〉A|0〉C + |H〉A|1〉C√
2

)( |V 〉B|0〉D − |H〉B|1〉D√
2

)

+ 1√
2

( |H〉A|0〉C − |V 〉A|1〉C√
2

)( |H〉B|0〉D + |V 〉B|1〉D√
2

)

= |�+〉AB|�−〉CD + |�−〉AB|�+〉CD√
2

, (17)
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where |�+〉, |�−〉, |�+〉, and |�−〉 are the four Bell states.
This state can also be written as

|�〉ABCD = |0〉A

( |000〉 + |101〉 + |110〉 − |011〉
2
√

2

)
BCD

+ |1〉A

( |100〉 − |001〉 − |010〉 − |111〉
2
√

2

)
BCD

≡ 1

2
√

2
(|0000〉 + |0101〉 + |0110〉 − |0011〉

+ |1100〉 − |1001〉 − |1010〉 − |1111〉)ABCD,

(18)

which is identical to the state given in Eq. (2). The outputs
from the four BS are coupled to multimode optical fibers
(MMF), which are connected to eight single-photon counting
modules (SPCMs). These are connected to a time tagger to
record the arrival times of the photons.

Ideally, after the entangled photon passes through a PBS
on both units (a) and (b), it becomes entangled in the path
as well, generating a four-qubit polarization-path entangled
state. Applying a Hadamard gate to the path qubit involves
interference between the path states. However, we know
that interference occurs for photons only if both paths have
the same polarization. After passing through the PBS, the
polarizations are separated. Therefore, we do not necessarily
need a single BS for the paths. Instead, we can use two
separate BSs for the two paths and label them accordingly.
But in our scheme, on the Alice and Bob sides, at any given
time, only horizontal polarization (H-pol) and vertical polar-
ization (V-pol) exist. Consequently, the result is unaffected by
single-photon interferometer presence or absence. In the end,
full polarization and path information can only be obtained
with a polarizing beam splitter (PBS), which creates four
different paths. To create these four outputs, we employed two
beam splitters (BS) in two different paths. We then performed
two polarization-dependent actions on these particular labeled
pathways. As a result of this labeling, two of the paths are
designated as |0〉 and the remaining two as |1〉. Finally, we
apply the controlled-NOT (CNOT) operation based on our
convention. In Fig. 2(a), we show the exact optical setup for
that state preparation. In Fig. 2(b), we show the setup used for
our experimental purposes. Both setups lead to the same state
preparation.

The state exists in an equal superposition of eight possible
output states and satisfies the conditions required for being
an entanglement-certified QRNG. Each output from the four
beam splitters corresponds to one of these eight states, and
their specific outcomes remain entirely uncertain until mea-
surement. Employing a measurement at this stage allows for
the generation of four-bit quantum random numbers. When-
ever there is a coincidence between one of the detectors from
unit (a) and from (b), we record it as a four-bit number. The
first and third bits correspond to detection in unit (a) and the
second and fourth correspond to detection in unit (b).

To generate the state given by Eq. (6), we can remove the
last four half-wave plates in the experimental setup given in
Fig. 3. Thus, in the given experimental setup we can gen-

erate both the four-qubit state described in the theoretical
description to generate real-time publicly verifiable QRNG,
for real-time entanglement verification, and to use it as a
public and private key generation unit.

A. Quantum random number generation and public verification

If we only have access to the strings XA, XB, XC , and XD,
then while Eq. (5) is a necessary condition, it is not suffi-
cient by itself to prove the faithfulness of the device. In this
setup, we generate a source of polarization-entangled photons,
which we verify using quantum state tomography, visibility
measurements, and CHSH-value measurements. These pho-
tons are then passed through beam splitters as described,
resulting in the generation of a four-qubit entangled state,
as given by Eq. (2). Given the polarization entanglement of
the photons, the condition in Eq. (5), together with the ran-
domness of the sequences, should ensure that the output state
conforms to Eq. (2). We generated random numbers across
a range of pump powers from 0.1 mW to 6 mW, achieving
a collective bit rate of ∼60 kbps/mW. At a pump power of
6 mW, we reached a bit rate of ∼370 kbps, which can be
further increased by boosting the pump power. All the strings
were subjected to randomness testing. The sequences are cor-
related in such a way that they have the same entropy but
remain mutually independent [25]. We verified that a success-
ful randomness test on one sequence ensures the randomness
of the other sequences, as expected. This randomness test can
be conducted by an external party without compromising the
secrecy of the other random strings. All the strings XA, XB,
XC , and XD of the generated random numbers passed all 15
NIST tests without any need for postprocessing. Each bit xi

is generated at a rate of ∼15 kbps/mW. Among the four-bit
strings, one (e.g., XA) can be used for public randomness
testing, while another (e.g., XD) can be discarded for security
purposes. The remaining two strings (XB and XC) can either
be used separately or merged to achieve a higher bit rate of
30 kbps/mW for verified and secure random numbers.

The results of the 15 NIST tests for the data taken at 6 mW
are shown in Fig. 4. The dashed line (p = 0.01) indicates
the critical p value above which the sequence is considered
random. Results indicate that the statistical patterns are not
found in the tested samples of the random bits.

B. Private and public key generation

Using the setup shown in Fig. 3, we can achieve a secure
communication between two parties as described in Sec. II.
For this setup, part (a) is assigned to Alice, and part (b) is as-
signed to Bob. Alice and Bob can locally and simultaneously
generate their respective keys from the coincidence measure-
ment between them and generate keys xA and xC for Alice, and
xB and xD for Bob. To obtain the coincidence measurement
and generate keys Alice and Bob have to classically exchange
the timing information of photon detection and postselect
coinciding events. An eavesdropper cannot find any keys from
this timing information since they are not giving out any keys
generated corresponding to each detection. The sender can
keep one as a private key and announce the other as a public
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FIG. 4. NIST randomness test results for the streams of data XA,
XB, and XC . We can note that the data obtained from measurement
outcome passes all the NIST tests with a value above 0.01 without the
need for any postprocessing.

key. Using the information of the public key, the receiver can
recover the fourth key described in Sec. II B.

In Fig. 5, we demonstrate the encryption and decryption
of two images using the keys generated from the data we
collected. The images used are of bit length 42 818 and
306 916, respectively. For the successful encryption and
decryption of these images, the number of four-bit strings
(XA, XB, XC , XD) should be of the same length as that of
the image. So, we have generated keys from the four-qubit
entangled state of the same length. This corresponds to a total
key length of 171 272 for image (a) and 1 227 664 for image
(b) given in Fig. 5. The string XA (Alice’s private key) is used
for encrypting the image. For image decryption, the strings
XB, XC (Bob’s private keys), XC(Alice’s public key), and
the relation (5) are used. Original, encrypted, and decrypted
images are shown in Fig. 5.

C. Verification of entanglement

To verify the polarization entanglement between the
two photons from the outputs of the device, the photons

FIG. 5. Encryption and decryption of image using the private and
public key generated from the four-qubit entangled state. (a) Image
bit length is 42 818 and total key length is 171 272. (b) Image bit
length is 306 916 and total key length is 1 227 664.

from Alice’s and Bob’s outputs, which exhibit orthogonal
polarization, can be separately subjected to visibility or S-
value measurements. We ensure that the two photons are
polarization-entangled before generating the four-qubit en-
tangled state, and the detailed process is discussed above.
Given the polarization entanglement between the two photons,
Eq. (5) along with the successful randomness tests will guar-
antee the generation of the four-qubit entangled state given
in Eq. (2). We used 10% of the recorded strings, consisting
of 3 330 856 bits, to verify if the outputs satisfy the condition
in Eq. (5). Of the sample data, 97.9% met the condition. The
sample used for verification can be discarded, allowing the
remaining data to be used.

D. Influence of entanglement variation and depolarizing noise
on four-qubit QRNG system

Variation in the probability amplitudes of the basis state
of the four-qubit system will result in the variation of entan-
glement and alter the quality and rate of the verified random
number generation. To study the effect of entanglement vari-
ation and depolarizing noise on the bitrate of the four-qubit
system, we will introduce entanglement control parameters
and noise effect only on the first two qubits. The effect on
the first two qubits will reflect on the full four-qubit system.
This can be experimentally realized by using the two-photon
polarization entangled state

|ψ〉αβ = (α|HV 〉 + β|V H〉), (19)

where |α|2 + |β|2 = 1 as the initial state. The effective four-
qubit state will be

|�〉ABCD = α

2
(|VV 00〉 + |HV 10〉 − |V H01〉 − |HH11〉)

× β

2
(|HH00〉 − |V H10〉 + |HV 01〉 − |VV 11〉).

(20)

When Eq. (19) is the input state, the probabilities of the |0〉
and |1〉 outputs from PBS1 would be α2 and β2, respectively.
That is, the probabilities of the generation of the bits 00 and
01 would be |α|2

2 each and that of 10 and 11 would be |β|2
2

each, leading to the generation of an unequal number of 0’s
and 1’s in the generated random numbers, depending upon the
value of α and β. As α decreases from 1√

2
to 0, the state will

become less entangled, the difference between the number of
0’s and 1’s in the generated data increases, and the sequence
will become less random. To experimentally demonstrate this
effect, we postselect the photons just before detection by
using a polarizer in the transmitted arm of PBS3, varying
the number of horizontal photons detected. This manipulation
affects the coincidence counts and thus the random numbers
generated, mirroring the effects as if the input state is of
the form described by Eq. (19), depending on the polarizer
angles. Here, α2 = cos2 θ

2 , where θ is the polarizer angle. As
θ increases from 0 to 90 (equivalent to α decreasing from 1√

2
to 0), the generation rate of the sequence and the number of
NIST tests the bit string taken for verification passes decrease,
as illustrated in Fig. 6.
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FIG. 6. Effect of varying degree of entanglement on the bit rate
and the randomness of the bit string used for randomness verification
using NISTtest (at pump power = 6 mW). We can note that with a
decrease in entanglement, the number of bits generated decreases and
the number of NIST tests it passes also significantly goes down.

We also reduced the entanglement quality by decreasing
the visibilities, achieved through adjustments to the timing
compensator. We measured Bell’s Clauser-Horne-Shimony-
Holt (CHSH) value (S value) for the corresponding state and
observed its impact on random number generation. The data
are depicted in Fig. 7(a).

We can analyze the quantum state using a noisy treatment
to theoretically model our experimental data. The noisy state
is given by

ρNoisy = (1 − p)|�AB〉〈�AB| + p

4
I4, (21)

where p = 0 corresponds to the pure quantum state, and p = 1
represents a completely mixed state. To define the visibility,
we use the following projection operator:

|θ1〉 ⊗ |θ2〉 =(cos θ1|H〉A + sin θ1|V 〉A)

⊗ (cos θ2|H〉B + sin θ2|V 〉B),
(22)

(a) (b)

FIG. 7. Measured bit rate of the generated random numbers and
CHSH parameter (S value) for the corresponding state for different
entanglement visibilities (pump power = 6 mW). With the decrease
in entanglement visibility, we can see a corresponding decrease in S
value and secured bit rate generated. The experimental output is in
complete agreement with the theoretically expected value.

where θ1 can be fixed to define the basis. For SPDC entangled
photons, the A/D (θ1 = π/4 or 3π/4) basis visibility is cru-
cial for certifying the quality of entanglement. By varying θ2

and calculating Tr(ρNoisyM ), where

M = |θ1〉 ⊗ |θ2〉(|θ1〉 ⊗ |θ2〉)†, (23)

we obtain a series of values for each θ2.
From these values, visibility can be calculated using the

formula

V = vmax − vmin

vmax + vmin
, (24)

where vmax and vmin are the maximum and minimum values
obtained, respectively. This procedure is repeated for all p
values. Finally, we will plot visibility versus S value according
to our experimental results.

Implementing depolarizing noise in experiments poses sig-
nificant challenges. Therefore, we present a mathematical
model of depolarizing noise and demonstrate its impact on the
generated random numbers. If we keep a half-wave plate at an
angle θ before PBS3 in the unit (b), state Eq. (14) becomes

|�〉θ = 1√
2
{[cos(2θ )|H〉 + sin 2θ |V 〉])|V 〉

+ [sin(2θ )|H〉 − cos 2θ |V 〉])|H〉}
which can also be written as

|�〉θ = 1√
2

cos 2θ{|HV 〉 − |V H〉}

+ 1√
2

sin 2θ{|HH〉 + |VV 〉}

= cos 2θ |�−〉 + sin 2θ |�+〉, (25)

where |�+〉 and |�+〉 are the Bell states. |�〉θ is not maxi-
mally entangled in the H/V basis for cos 2θ, sin 2θ �= 0. As
θ increases from 0 to π

8 , uncertainty in the polarization of the
reference photon increases, and at π

8 , it is maximum.
The measured Bell’s CHSH value (for a measurement

choice, which gives maximal violation for a maximally en-
tangled state on the H/V basis) is depicted against the
half-wave-plate angles θ ∈ [0, π

8 ] in Fig. 7(b), along with the
corresponding reduction in bit rate.

Ideally, measurements of the state |�〉ABCD yield uniformly
distributed bits xA, xB, xC, and xD, satisfying Eq. (5) with
maximal Shannon entropy of 1 for each bit. Sampling out a
small fraction of measurement output can be used to calculate
QBER. For n copies of the entangled state |�〉ABCD measured
in the computational basis, producing strings XA, XB, XC , and
XD. Assign L = {i : st Xa(i) ⊕ Xb(i) ⊕ Xc(i) ⊕ Xd (i) �= 0}, the
quantum bit error rate (QBER) is calculated as δ = |L|

n . Simi-
lar analysis for |�〉ABCD can be done where L = {i : st XA(i) ⊕
XB(i) �= 1}. Imperfections due to nonideal entanglement or
measurements can be mitigated using entanglement purifica-
tion [37] and error correction [38] techniques.

IV. CONCLUSION

In this study, we have demonstrated the practical use of
a configurable four-qubit photonic system for quantum-safe
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applications. Utilizing photon pairs entangled in polarization
and path degrees of freedom, our four-qubit system achieves
several significant outcomes. We have reported the genera-
tion of publicly verified and secure random bits at a rate of
165 kbps by performing measurements on the four-qubit sys-
tem and accessing partial information for public verification.
The entangled source photon pairs used for the generation
of four-qubit state and randomness generation gives a Bell’s
CHSH value of 2.77, and the system maintains a high entan-
glement verification success rate of 97.9% for the sampled
bits from the four-qubit states. This ensures the secrecy of
undisclosed bits and the trustworthiness of the four-qubit sys-
tem to the beneficiary. The system simultaneously generates
equal numbers of public and private keys, indicating its ef-
ficiency in producing secure cryptographic keys essential for
quantum communication protocols. This dual-key generation
capability enhances the applicability of the system for secure
communication infrastructures. This has been demonstrated
by encrypting and decrypting images.

The theoretical model of noise on the four-qubit state
and its effect on the generation rate of verified and se-
cure bits aligns with the experimental results. This align-
ment validates our approach and demonstrates the practical
viability of our small-scale multiqubit photonic system for
quantum-safe applications. We also provide a way to ver-
ify the security features of the quantum system in real
time, making it easier to integrate into secure communica-
tion networks and other applications needing strong quantum
security.
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APPENDIX A

The four-qubit entangled state for PVQRNG can be pre-
pared using the sequence of unitary operations on the initial
state |�〉0 = |0000〉 = |q〉A |q〉B |q〉C |q〉D. In Fig. 8 we have
show the operations in in circuit form.

Generation Measurement Bit Sequence

FIG. 8. Circuit diagram for generation of alternate four qubit en-
tangles state given in Eq. (A1) for generation of random bit sequence.

The resulting state after applying the gates as shown in
Fig. 8 is

|�〉ABCD = CNOTCD · HC · CNOTBD · HB

· CNOTAD · HA |0000〉

= 1

2
√

2
(|0000〉 + |0011〉 + |0101〉 + |0110〉

+ |1001〉 + |1010〉 + |1100〉 + |1111〉). (A1)

The above state can be rewritten as

|�〉ABCD = 1

2
√

2
(|0〉 ⊗ (|000〉 + |011〉 + |101〉 + |110〉)

+ |1〉 ⊗ (|001〉 + |010〉 + |100〉 + |111〉)).
(A2)

A single copy of the state |�〉ABCD is used to make
projective measurements in the computational basis of each
subsystem. The random variable for each subsystem is a bit
i.e. either 0 or 1 and can be denoted as xA, xB, xC , and xD, as
mentioned in the Table I below.

APPENDIX B

The real time entanglement verification state satisfying
Eq. (6) and given by Eq. (8) is generated from the circuit, as
shown in Fig. 9.

|�〉ABCD = HC · HD · CNOTBD · CNOTAC |�+〉 |00〉

= 1

2
√

2

( |1000〉 + |0100〉 − |1010〉 + |0110〉

+ |1001〉 − |0101〉 − |1011〉 − |0111〉 )
(B1)

with |�+〉 = 1√
2
(|HV 〉 + |V H〉)AB.

Similarly, a single copy of the state |�〉ABCD is used to
make projective measurements in the computational basis of
each subsystem. The random variable for each subsystem is a
bit i.e. either 0 or 1 and can be denoted as xA, xB, xC , and xD,
as mentioned in the Table II below.

Generation Measurement Bit Sequence

FIG. 9. Circuit diagram for real-time entanglement verification
for the state |�〉ABCD.
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TABLE I. Projection probabilities in the computational basis of
subsystems for the output entangled state |�〉ABCD given by Eq. (A1).
Outcomes with probability zero are not mentioned.

p(xA, xB, xC, xD) xA xB xC xD

1/8 0 0 0 0
1/8 0 0 1 1
1/8 0 1 0 1
1/8 0 1 1 0
1/8 1 0 0 1
1/8 1 0 1 0
1/8 1 1 0 0
1/8 1 1 1 1

TABLE II. Projection probabilities in the computational basis of
subsystems for the output state |�〉ABCD given by Eq. (B1).

p(xA, xB, xC, xD )) xA xB xC xD

1/8 0 1 0 0
1/8 0 1 0 1
1/8 0 1 1 0
1/8 0 1 1 1
1/8 1 0 0 0
1/8 1 0 0 1
1/8 1 0 1 0
1/8 1 0 1 1

[1] W. Schindler, Random number generators for cryptographic
applications, Cryptographic Engineering (Springer, Boston,
2009).

[2] R. Gennaro, Randomness in cryptography, IEEE Security
Privacy 4, 64 (2006).

[3] H. Bauke and S. Mertens, Random numbers for large-scale
distributed Monte Carlo simulations, Phys. Rev. E 75, 066701
(2007).

[4] M. Du, Q. Chen, L. Liu, and X. Ma, A blockchain-based
random number generation algorithm and the application
in blockchain games, in IEEE International Conference on
Systems, Man and Cybernetics (SMC), Bari, Italy (IEEE,
Piscataway, NJ, 2019), pp. 3498–3503.

[5] F. James, A review of pseudorandom number generators,
Comput. Phys. Commun. 60, 329 (1990).

[6] W. Hörmann, J. Leydold, and G. Derflinger, Automatic Nonuni-
form Random Variate Generation (Springer, Berlin, 2004).

[7] T. E. Hull and A. R. Dobell, Random number generators, SIAM
Rev. 4, 230 (1962).

[8] U. M. Maurer, A universal statistical test for random bit gener-
ators, J. Cryptology 5, 89 (1992).

[9] A. N. Kolmogorov, On tables of random numbers, Theor.
Comput. Sci. 207, 387 (1998).

[10] A. L. Rukhin, J. Soto, J. R. Nechvatal, M. E. Smid, E. B.
Barker, S. D. Leigh, M. Levenson, M. Vangel, D. L. Banks,
N. A. Heckert, J. F. Dray, Jr., and S. C. Vo, A statistical test
suite for random and pseudorandom number generators for
cryptographic applications, NIST Special Publication (NIST
SP), Report No. 800-22 (National Institute of Standards and
Technology, Gaithersburg, MD, 2001).

[11] H. Schmidt, Quantum mechanical random number generator,
J. Appl. Phys. 41, 462 (1970).

[12] M. N. Bera, A. Acín, M. Kuś, M. W. Mitchell, and M.
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